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Chaose Quick Tools o Add: Quick Toals to Show:

[ Tools () Sticky Note
Pages [T Highiight Text

et
onen [y Deets

) Rotat
ction Wizard [ Rotate
scognize Text [, Tnsert from Fie

ocument Processing
vink Production
1avaSeript

ceessibility

Analyze
[ Comment

Annotations

rawing Markups
Rewigw

Q Cantt find the tool you are looking For? Find more tools under the Yiew menu; Yiew

= Show/Hide > Toolbar Ttems
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ooy U (Ve JSK8) WS Ol | Security Setting 435 )b s Cad 51 -Y
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robat Pro

Fie Edk View Window Help
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Securky Sektings. .
Import Securky Settings
Export Securiy Settings

Menage Trusted Identies. .

=
[5) Replace
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Insert Pages
[ insert from Fie
@ More Irsert Options. =
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B Digtal IDs etacthdu\a ¥ Refresh

Roaming ID Accounts
Module Manufacturer ID Library Path
Digital ID Files

‘windaws Digital TDs

PCS#11 Modules and Takens!
Directory Servers
Time Stamp Servers

Adobe LiveCycle Rights Management Servers

Manage PKCS#11 Modules

This is a list of loaded PECS#11 modules. You can load
additional modules to gan access to new cryptographic
devices

KeyA3 PKCS 33,5 a3lsl:) Y JUs
|, PKCS#11 Modules and Token a_y S )\ (S o oy oo Coand 31 =Y
S ol
Iy Attach Modulea_ ;8 N\ S o poey Sl y Coamor (VL a3 55 =T
ool e ol 53 0Y ISC2) 555 8l K3PKCS 5 me o 2wy b S it
35 5 S K3PKCS.Il o6 Juls LS PRCSHIT Sl 128 5,05 15 LS il

3,15 5 3 KeyA3 certificate Manager )\}é|<=j} s ponnst

Locate a PKCS#11 Module )

Look ji | (3 systema2 v & m
j [E)kbdvnte.dl [&]laprey.di
§ [ E)kbdyee.dl (] liedl gl
MyFRecent || kbdyel.di [ lemgr10.d1
Documents || %] kd1394.dl 2 lewarni. it
— (%] kdeom.dn (2] linkirfo. il
@ (%] kerberas.di (%) imhsve.di 5]
Desklop | Cilkemetsz.di [imrt.di .
(%] keyazoom.di (%] loadperf.di
(%] keymer.di (4] localsec.di
(%] kmsve.dil (%] localspl.di ‘
= Type: Application Extension
My Documents Hkorbria di tocabuidl Fils Size: 652 KB
@ (2] Ioghours. dil Modified:5(20/2009 10:51 PM
B ] (2] ipk.di
| [%)izqpstore.di (%] iprhetp i
L % langnrbk.di Iprmonu.dl
My Computer 8 =
< b
s File pame: [kPKES v o [gen )
MyNetwork  Files of type: | PKCS#11 modules [ DLL) v [cence ]
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Security Settings @

El| Digtal IDs Attach Module  Detach Module &% Refresh
Roaming ID Accounts
Dokl 1 i Hodule Manufacturer 1D Lbrary Path
E
gkal I Flles PayamPardaz DUWINDOWS|systemaz|KPKCS. di
indows Digital 105
= FKCS#11 Modiies and Tokens)
Time Stamp Servers —

Adabe LiveCycle Rights Management ¢
Module Manufacturer ID: PayamPardaz

Module Deseription: Keyh PECS#11 Library
I Library Version: 3.0
Cryptoki Version: 2.0
Library Path: DAWINDOW S\system32\ K PECS . dll

KeyA3 diglod :VY JS0i
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Twant ko sign this document usin

@ A file

() A roaming digital ID stored on a server

O A device connected to this computer

() & new digital ID I want to create now

S 390 a1sF OB Y € JSS

23 Cpzeen s My existing digital ID from «_y S \& ]
5o A oy 4 NextaaSs 033 L 5 oS o sl |, 4 File a3 38 Ol 05,8 13
.WU\OJQJLU
Add a s S LS Js5b 55 35750 dabfj\ oslatul (gl V0 ISKo 6 oy 55 =Y
rMSda ol |y digital ID from a cryptograph token
5]

Where would you like to look For your digital ID?
() Browse for digital 1D file

Use this option ta locate a digital 1D that is stared in a file on your computer, The location of the
digital I will be remembered, but the digital 10 wil remain probected in the File. The most common
Farmat For such files is a PKCS#12 file, which uses a .pfx or \p12 file extension and is a password
protected storage container for digital IDs, This digital ID file Format is supported by most security
software applications, including major web browsers.,

Use this option to locate a digital ID that is skared in a cryptographic token (2.9, a smartcard), The
Incation of the digital 1D will be remembered, but the digital ID will remain protected on the
cryptographic token, The token must be inserted into yaur computer Far it to be lacatad.
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2 gl alb \VL}K..iaﬁe;\;Ur:M&Jhié |y Next aaS> 5 oS 3515 1, LS Js3b PIN

AddDigital ID 3

Tnkannama
Manufacturer:  PayamPardaz
Model: W
Serial Mumber:  8536644F73EF

Password: d/_\

Jo5l PIN (43,5 5,19 1471 JSUS
Add Digital ID X

The following digital IDs will be added to your list of digital IDs that you can use for signing or encryption;

Marmne: Issuer Expires
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500 ol iy 3168 elsle (LS U5l PIN 03,8 5505k K 3l g 1 S5
PIN sdzee 05,8 5505 4z 55 Lasl (g, 0l 03,8 1 USB oy 5 51 15 Js5le

Sign Document E‘

Sign As: |User5, John Smith v| @

Certificate Issuer: Ch

Appearance: | EEEENE NS

Digitally signed by Users,

John Smith
U Sers’ JOh n DN: de=arzyabi, cn=Users, @
. cn=John Smith
S m It h Date: 2011.04.27 16:38:30
+04'300
[[JLock Document: After Signing O

J,jlo PIN ub; b),g A Jﬁ.w
S1 il eus b0 Adobe Acrobat asl p 4o Al S M3 aS d= ,5: Sk
. S 28R » B}
oSV s o ey 5l Sign Aswﬁvgbrﬁu&u}ﬁﬂd%k@\ﬁﬁ\ﬁ
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Sign Document &‘

Sign Ast | Users, v @

Passwordiiisers, John Smith

Digitally signed by Users,

U sers, John Yensmith

DN: de=arzyabi, cn=Users, @

. en=John Smith
S I l It h Date: 2011.04.27 16:38:30
+0430°
[[JLock Document After Signing

1 DL ) IS
Laal (ol ¥ -7
szl Verify) )l Ollas 1l su Adobe Acrobat sl 5 o ol (6l -
o ld s 0 S Jolo s 0535 55 CA S 0 (8158 L1 Il e ol 1 ez 3
5,8 el Adobe Acrobat sl 55 p3¥ Slass e
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Seas L2 | Install Certificate... aaS> Yo K& 6 ety 53 g 5 03,5 SIS L 9o

General | Details | Certification Path |

Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  Administrator

Issued by: CA

valid from 4[16/2011 ko 4{15/2012

[install Certiicate.. '} 1ssuer statement
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Place all certificates in following ;5 (Y) S e

35,8 yatie cadd s U das 5L |y Browse aaSs 53,8 sl | store

Certificate Import Wizard 3]

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select 2 certficate store, or you can specfy a location For
O hutomatically select the certFicate store based on the type of certiicate
(&) Place all certificates in the Following stare

Certificate store:

\ | [ Browse...

IS il o e 1YY IS
Trusted Root Certificate Authorities«; 5 L «(YY [K3) (gdas o oy 53 =T

Aales Ol 1
Select Certificate Store ‘E‘El

Select the certificats store you want to use.

(L1 Parsonal ~
@

(L0 Enterprise Trusk =

(12 Intermediate Certification Authorities

(22 Trusted Publishers

0 Hnbrsted Certificates s
< | ¥

[]5how physical stores

PP i s s VY S5
w‘)) J_:J‘}:dﬁw)b cMMdLﬁf‘;WcMW LS‘J" :4;.{.;
Ly edd ozl sla al S ol jalls o oy 55 505 S 3,05 1, certmgr.mse & ,Ls Run

S Voo

Adobe Acrobat s\ y S\oudais Y-Y -7
L =S s sl | Edit | Preferences s s asl 5 Jool o oy 53 =)
Adijf QT &;A_w“) (GO &;\-o_m:e).) jS@Curl.ty 4_,%; cj_?dg: U_i‘ DL ..})_,:4 J.aUa Yy

S ol |, Advanced Preferences ...
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Categories:

Digital Signatures

erify signatures when the document Is opened advanced Preferences..

[ View documents in preview document mode when sigring

30 Capture:
Accessibiity
Acrobat,com
Batch Processing
Catalog Appearance
Color Managsment
Convert From POF
Convert To PDF
Forms

Idertity
Intermational
Intermat
Javaseript
Measuring (2D}
Measuring (3D}
Measuring (Gao)
Multimedia (legacy)
Pultimedia Trust (legacy) [[]Load security settings from a server
Newy Document:
Reading
Freviewing gt |
Search

3

e

Edit...

Duplicate.

Delete

Sacurity Settings

Server Settings

Settings must be signed by:

Security (Enhanced)
Speling

TouchUp 2 Wesks 3 Manths sk before installing
Tracker

Week. Marth Update Now

Trust Manager
Urits & Guides

E2l

Security &y 35 Y JSS

ol paie s bl S S gl CA S e 4 Online sl &S 5550 53 =Y
Require certificate revocation «. S Verification &3 5 ;3 Y& S o mey 53 Ayl
Jlsb & |, checking to succeed whenever possible during signature verification

LY

igital Signatures Advanced Preferences

Wetltication {| Creation || Windows Integration |

Wihen YeriFying:
(@) Use the document-specified method. Prompt if it is not available.
O Use the document-specifisd method. Use the deFault method if it is not avalable.

O Always use the default method (overrides the document-specified method).

Default Method for Verifying Signatures:

" Require certificate revocation checking to succeed whenever possible during signature verification’

Verizato
VeriFy Signatures Using:
O The current time

(%) Secure time {e.q. timestamp) embedded in the signature if available, current time otherwise:

() The time at which the signature was created
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@y S wzeen s searching the Certificate Store for Certificates other than yours

XS e |, Validating Certificate Documents
)

Digital Signatures Advanced Preferences:

verification | Creation || Windows Integration §|

Enable searching the Windows Certificate Store For certificates other than yours
Trust ALL root certficates in the Windaws Certificate Store for the Following aperations:
Validating Signatures

Validating Certified Documents

/1. 1F either of these options are selected content from companies that have certficates installed in
Windows may be treated as trusted content, Care should be taken in enabling this feature,

PV sl 5,5 Il Y0 S

Al b Jlmss sladl Cadle 555 5 e 535 1 03,5 S L Js -
3o Laal ST Loty (a1 S 0 bty Jlioms (sliael LT S 55 0 st
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Signature Validation Status

Signature is VALID, signed by test <test@test.coms,
- The Document has not been modified since this signaturs was spplied

- The document is signed by the current user,

| Legal Motice... | | Signature Properties.. Clase

[P ERWARV i i ) 0

Signature Yalidation Status

[£u]| Signature valdity is UNKNOWM,
1%, - The Dacument has not been modified since this signature was applied.
- The signer's identity is urknown because it has nat heen included in your st of trusted

identities and none of its parent certificates are trusted identities.

| L=gal hotice. ., Signature Properties. .. Close
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